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Abstract

The paper provides insight in to the concept of
cryptocurrency as considered by national and
foreign authors, the principles of its functioning
and the need to establish its legal status.
Formulated is the definition of cryptocurrency,
and the thesis that cryptocurrency can be
classified as "other property"” is grounded. The
need for an official legislative definition of
cryptocurrency attributes to the growth of
transactions,  cryptocurrencies  trading  at
"official" marketplaces, and a change in the
Russian government’sattitude towards
cryptocurrencies from its banning to acceptance.
One of the threats to the cryptocurrency turnover
in financial markets was its “imaginary"
anonymity —it has been generally accepted that
cryptocurrency transactions are completely
anonymous. However, all transactions are
recorded on a public blockchain, and the key
problem is to identify the account holder. Thus, it
is not the account holder's identity that is
anonymous, but rather an actual transaction. In
our opinion, this problem can be solved by
applying a series of computer-aided tests.
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AHHOTAIUS

B cratbe pPacCMOTPEHBI MHCHUA OTCUCCTBCHHBIX

U 3apyOeKHBIX  aBTOPOB O  IOHATHH
KPHIITOBAJIIOTHI, MIPUHINIAX ee
(YHKIIMOHHPOBAaHUS u HEOOXOANMOCTH
YCTAQHOBIICHHS €€  MPaBOBOTO  CTaTyca.

CopmynupoBaHO oTnpeieIeHuEe KPUIITOBATIOTHI
1 00OCHOBAaH TE3UC O TOM, YTO KPHIITOBAIIOTY
MOXXHO  OTHECTH K  KaTeTOpUH  «HHOE
umyiectso». HeobxomuMocTs oduIHanbHOro

3aKOHO/IaTeJIbHOTO orpezieIeH s
KPUTITOBATIOTHI o0ycioBneHa pocTtom
TpaH3aKHHfI, BBIBCICHUEM KPUIITOBAJIIOT Ha
«oHLIHATIHLHBIC TOPTOBBIC TUTOIIAIKH,

N3MEHEHHE OTHOWICHWS K KPHITOBAIIOTAM CO
CTOpOHBI rocyapctsa. O1HOHM U3 yrpo3 000poTa
KPHUIIOTOBAMIOTHl Ha (DMHAHCOBBIX PBIHKaX
SBISIACH €€ «MHHUMas» aHOHUMHOCTH — JI0JIT0e
BpeMs, CUMTANOCh, 4YTO  TpPaH3aKIUH C
KpHHTOBaHIOTOﬁ MOJIHOCTBIO AHOHUMHBI.
OpHako, Kaxjaas TPaH3aKLUsA HMeEeT 3alHCh B
myOnuyHOM OJIoKdeliHe, U TIaBHas mpobiema —
YCTaHOBUTD JIMYHOCTH BJIaZACjIbla CUETA. Taxum
o0pa3oM, aHOHHMHA HE cama TpaH3aKIus, a
JUYHOCTh Biajiedbla cueta. JlaHHas mpoOnema
Ha Hall B3IJISJ,, MOXKET OBITh pEIleHa IyTeM
MPOBEACHUS pAJa KOMIBIOTEPHBIX HKCHEPTH3.
Ceronast HeMaslo (PU3NYECKUX W IOPUANYECKUX
JIUL OCYIIECTBIIAIOT IMOKYIKY KPHIITOBAIIOTHI
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udposas Banora, OJOKYEHH.

Resumen

El documento proporciona informacion sobre el concepto de criptomoneda segin lo considerado por
autores nacionales y extranjeros, los principios de su funcionamiento y la necesidad de establecer su estado
legal. Formulada es la definicién de criptomoneda, y la tesis de que la criptomoneda se puede clasificar
como "otra propiedad" se basa. La necesidad de una definicion legislativa oficial de las criptomonedas se
atribuye al crecimiento de las transacciones, el comercio de criptomonedas en los mercados "oficiales” y
un cambio en la actitud del gobierno ruso hacia las criptomonedas desde su prohibicion hasta su aceptacién.
Una de las amenazas para la rotacion de las criptomonedas en los mercados financieros fue su anonimato
"imaginario”, se ha aceptado generalmente que las transacciones de criptomonedas son completamente
anonimas. Sin embargo, todas las transacciones se registran en una cadena de bloques publica, y el problema
clave es identificar al titular de la cuenta. Por lo tanto, no es la identidad del titular de la cuenta lo que es
anonimo, sino méas bien una transaccion real. En nuestra opinion, este problema se puede resolver aplicando
una serie de pruebas asistidas por computadora.

Palabras clave: Criptomoneda, estado legal de la criptomoneda, bitcoin, proteccion legal de las relaciones
de la criptomoneda, moneda digital, blockchain.

Introduction

The development of global trading systems,
globalization and increasing attention to
scientific, technological and information
research have expectedly translated into the
emergence of a new financial instrument that can
significantly simplify transactions between
individuals and legal entities to pay for goods and
services, ensure transparent investment activities
and use the cutting-edge technology to improve
quality of life.
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Cryptocurrencies — decentralized convertible
digital currencies based on mathematical
principles, which are generated and controlled
automatically by software, — have become such
an instrument. Alongside the introduction of
cryptocurrencies, the Block chain technology has
also become widespread making the ground for
bitcoin — the most popular cryptocurrency in the
world —to operate. As D. Efanov and P. Roshchin
point out, the Block chain is claimed to be the
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most significant invention since the Internet
(Efanov, Roschin, 2018).

From D. Hill’s perspective, despite the fact that
skeptics are not so sure about the safety of digital
currencies, everyone agrees that the underlying
distributed ledger (Block chain) has cheerful
prospects (Hill, 2018).

There is no legal definition of cryptocurrency in
the Russian legislation, nor has its legal status
been defined.

Receiving or transferring crypto currency is in
itself an entry in a distributed ledger and in this
sense, it is similar to buying and selling a domain
name, which is being nothing but an entry in a
distributed ledger, too. At the same time, a
domain name has a common practice of use, and
even a judicial practice in resolving domain
names disputes.

All transactions data is permanently recorded in
block chains — a data base being stored
simultaneously on numerous computers. This
database cannot be hacked or destroyed (one will
have to physically destroy all devices that have a
copy). This means that you can entrust the
storage of any data to this system, since the data
cannot be deleted or forged.

In addition to the electronic, unobtainable nature
of cryptocurrency and the use of data encryption
algorithms for its circulation, the main features of
cryptocurrency that distinguish it from other
electronic means of payment are its decentralized
functioning and the anonymity of the holder.

The cost of cryptocurrency is set theoretically,
meaning that it is not currently backed by a
commodity, any government or legal entity.
Even so, the demand for the use of
cryptocurrency is very high.

The evolution of money that has undergone a
long way from exchange items to fiat money, and
now to cryptocurrencies on a ground of their high
popularity, confirms that cryptocurrencies may
well be an effective way to store and save wealth.
K.V. Nikitin believes that it is still questionable
to talk about cryptocurrencies as an established
legal institution that has a stipulated legal status
(Nikitin, 2014), whereas other authors, e.g. D.
Tarasov and A. Popov, indicate that
cryptocurrency is the next logical stage in the
development of money when trust is transferred
from an intermediary to the system as a whole
(Nikitin, 2014).
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The study of international practices in the realm
of legal regulation of virtual currency and anti-
money laundering measures has allowed Yu.V.
Truntsevsky to identify three statehood
approaches: a) the status of digital currencies is
established and the scope of their application is
expanded; b) the legal status is not clearly
defined, yet there is no negative attitude to digital
currencies; ¢) operations with cryptocurrencies
are prohibited under the threat of criminal
charges (Truntsevsky, 2018).

Cryptocurrencies are by far the most mobile store
of values that a man has ever used. Private keys
representing hundreds of millions of dollars can
be stored on a tiny USB drive and easily
transported anywhere. Moreover, lump sums can
be transferred almost instantly between the
parties across the world.

The interest in cryptocurrencies has notably
grown, not least because of the very idea of a
digital currency that does not have a centralized
issuer equalizing in many respects population of
different states on different continents, or makes
the governmental economic systems compete
with every individual involved in the creation or
circulation of cryptocurrencies and his/her
economic potential. Therefore, the government
becomes subordinate to the society, and not vice
versa.

However, like any other phenomenon, in
addition to positive, original and progressive
features, cryptocurrencies and related activities
have a reverse, negative (illegal) side.

Key results

Technology is the key driver of growth and
development in the 21st century, and digital
economies will enjoy a larger share of global
GDP. Yet, these opportunities bring about a
number of risks related to financial crime. The
link between crime and technology is
multidimensional, including many industries and
activities such as gambling, cryptocurrencies,
social networks, and investment funds (Frunza,
2016).

It should be noted that initially, before a massive
global demand for cryptocurrencies, the demand
for them was observed in the criminal
environment, where cryptocurrency was used in
illicit drug and gun trafficking, terrorist
financing, legalization of proceeds (anti-money
laundering) (Ryzhov, 2018). In this connection,
many a one mistakenly assumed later that
cryptocurrency transactions are anonymous. Yet,
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cryptocurrency is far from being anonymous:
every transaction in a distributed network is
permanently recorded in a public block chain.

Indeed, to become a cryptocurrency wallet
holder, one does not need to sign in and provide
personal data transactions are anonymous name
is enough. Now, this is where the anonymity
ends: any move a crypto coin makes, whether it
is paid for goods or services on the network or
being exchanged, or transferred, it will be visible
to all users, and the history of these transactions
is saved for each coin, even if it changes its
holder.

When it comes to the legality / illegality of
cryptocurrency circulation in Russia, it seems
worth referring to the number of identified
crimes in the field of cryptocurrency circulation,
among which the most common are drug sale
and trafficking achieved through in a non-contact
way via the Internet and paid in cryptocurrency
(judgement of the Leninsky district court of the
city of Saransk, the Republic of Mordovia, dated
05/02/2017, case No. 1-87 / 2017; judgement of
the Industrial District Court of Izhevsk, the
Udmurt Republic, dated 06/13/2017, case No. 1-
102 / 2 017; Appeal ruling of the Orenburg
Regional Court dated 07/272017, case No.
2079/2017) (Russian Automated National
System “Justice” informs, 2019).

Despite the fact that criminal encroachments in
the field of cryptocurrency circulation continue
to improve and attract more and more
sophisticated means and methods of crime
performance, legal cryptocurrency circulation is
also gaining momentum.

A short time ago, the main issue concerning the
status of cryptocurrencies was all about a key
dilemma: is cryptocurrency a currency in the
conventional sense? Is it a product, a means of
payment or exchange? Should there be
administrative  or criminal liability for
cryptocurrency circulation? According to E.V.
Voskresenskaya  (Voskresenskaya,  2018),
cryptocurrency can be used to make payments,
although it does not apply to cash or legal means
of payment, whereas E.G. Khomenko believes
that cryptocurrency has all attributes of monetary
surrogates (Khomenko, 2018), despite the fact
that there is no concept of monetary surrogates in
the legislation of the Russian Federation either.
As long as these key issues remain unresolved,
additional problems emerge in administration of
law and judicial practice.
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Note that cryptocurrency currently exists in a sort
of a legal vacuum, i.e. "lacuna in the law".

It is beyond argument that cryptocurrencies have
the potential to gain real benefits for customers.
Cryptocurrency advocates in Russia argue that
payments and settlements in cryptocurrencies
will be faster, more convenient and safer.
However, the Central Bank of Russia does not
hold the same position at the moment, as such
payments will increase the number of anti-money
laundering episodes.

Moreover, cryptocurrencies are not currently
regulated at the legislative level in the Russian
Federation. Since 2014, various attempts to ban
cryptocurrency circulation in Russia have been
made by both the Ministry of Finance of the
Russian Federation and the Central Bank.

For example, in 2016, the Ministry of Finance
drafted a law that proposed to introduce to the
Criminal Code of the Russian Federation
(Federation Code, 1996). Article 187.1
establishing criminal liability for the circulation
of money substitutes, which cryptocurrency was
assigned to. However, that draft law was never
submitted to the State Duma of the Russian
Federation.

Indeed, attributing cryptocurrency to money
surrogates seems unreasonable, since no
definition of money surrogates has been
established by the Russian legislation. Further,
cryptocurrency transactions have become so
popular that the Ministry of Finance had to
abandon the idea of banning cryptocurrency in
Russia.

Moreover, on September 4, 2017, the Central
Bank of Russia issued a newsletter confirming its
stance on various types of private "virtual
currencies” (cryptocurrencies) expressed in
January 2014, regarding high risks when using
and investing in crypto currencies.

However, the stance of the Central Bank of
Russia does not mean at all that discussions about
the status of cryptocurrencies will remain up in
the air, as Russia is actively taking steps to
legalize cryptocurrencies.

Thus, in July 2017, Sergey Glazyev, the Advisor
to the President of the Russian Federation on
Regional Economic Integration, stated that "from
the point of view of legislative regulation ... it is
necessary to inscribe it into the laws regulating
money circulation that there is the third type of
money — digital or crypto money — apart from
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cash and scriptural money" (A New Type of
Money: Glazyev has proposed to enact laws to
bring crypto currency, 2019).

Today, we can assume that the creation of a legal
framework regulating the status and turnover of
cryptocurrency is only a matter of time, asitis in
the interests of the government to lead a process
that cannot be stopped. Although E.V.
Kudryashova believes that the "complete
legitimacy" of cryptocurrency under conditions
of its accelerated circulation in the Internet is not
so important after all (Kudryashova, 2018).

N.V. Makarchuk has reasonably pointed out that
the establishment of public legal restrictions on
the use of cryptocurrencies will facilitate in
solving the problems that arise and give a legal
definition of cryptocurrencies (Makarchuk,
2018).

In contemporary Russia, it is indispensable to
define the legal status of cryptocurrencies in the
framework of establishing criminal
counteraction to their illicit trafficking, given the
fact that jurisprudence often faces difficulty with
assessing the damage from the theft of
cryptocurrencies or proper classification of
criminal behavior.

It should be noted that no legal definition of
virtual currency has been given in the legislation
of the Russian Federation, nor has its essence
been defined, whereas Part 1, Art. 15.25 of the
Code of Administrative Offenses of the Russian
Federation sets administrative sanctions for
illegal currency transactions, that is, currency
transactions  prohibited by the currency
legislation of the Russian Federation or carried
out in violation of this legislation. In other words,
to define a transaction illegal, it should meet two
criteria at the same time: 1) it must be recognized
as a currency transaction in accordance with the
Currency Regulation Law, 2) and it should be
carried out in violation of this Law. Article 1 of
the Currency Regulation Law defines the basic
concepts used in this Law, with the virtual
currency (bitcoin, cryptocurrency, etc.) not being
indicated at all. Thus, a virtual currency is not a
currency value (foreign currency or foreign
security), therefore, making a payment with a
virtual currency is not considered a currency
transaction within the meaning of the Law in
question and does not constitute an
administrative offense, the liability for which is
defined in Part 1, Art. 1525 of the
Administrative Code of the Russian Federation.
The Ministry of Finance proposes that
cryptocurrencies and tokens are referred to as
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electronic property, i.e. digital financial assets
that are generated by encryption (cryptographic
means), which are not legal tender in the Russian
Federation. Mining, in turn, is defined as
entrepreneurial activity. According to the law,
cryptocurrencies, tokens and other digital assets
can be exchanged for other assets only through
the accounts of digital financial assets’ exchange
operators, that is, legal entities established and
operating in accordance with Federal Law dated
04/22/1996 N 39-FZ "On securities market"
(Russian Federation Code, 1996. No 17). and the
law dated 11/21/2011 N 325-FZ "On-exchange
trading” (Russian Federation Code, 2011. No
48). A digital wallet refers to a
hardware/software tool that stores information
about digital records and provides access to the
digital transactions ledger. This wallet is opened
by the operator only after passing a special
identification procedure as per Federal Law
dated August 07, 2001 N 115-FZ "On
Counteracting Legalization Money Laundering
of Proceeds from Crime, and Terrorist
Financing™" (Russian Federation Code, 2001).

Though equivocal, the draft law is a step change
in the attitude towards the cryptocurrency
industry and is aimed at repatriation of the
Russian capital. By promoting the draft law, the
Ministry of Finance of the Russian Federation
expects an influx of taxes from a booming
market.

At the same time, the draft law introduced by the
Ministry of Finance was ambiguously accepted
by the crypto community participants, who had
revealed a lot of shortcomings, narrow and
incorrect definitions and terms, as well as too
strict (in their opinion) cryptocurrency market
restrictions (Analyzing all shortcomings of the
draft law “On digital financial assets”, 2018).

Obviously, the draft law does not define the
controls to monitor its compliance, nor specifies
it the threats associated with its non-compliance;
it does not contain regulations on how the
existing digital assets should be declared. And,
perhaps, the most important thing that the
cryptocurrency community has drawn their
attention to is that the draft law does not contain
the concept of a blockchain.

At the same time, it seems incorrect to define
technology legally, as the technology is
constantly developing and improving, and
legislative standards in this case will cease to be
relevant.
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The authors of the draft law suggest that digital
financial assets shall be referred as property.
Ownership rights are secured in the ledger of
digital transactions. Digital money actually
equates to securities. Exchange operators may
represent licensed exchanges and brokers.
However, the draft law does not define the
activities of foreign cryptocurrency exchanges.
Digital assets regulation is expected to reduce
fraud, anti-money laundering, and protect
investors. On the other hand, governmental
control can squeeze many market participants
onto peer2peer exchanges. These marketplaces
allow trading without intermediaries and are not
regulated by the law. Peer2pee exchanges are
backed by the blockchain technology, whose
fundamental principles allow transferring assets
from hand to hand without any trust between the
parties.

Further, the implicit provisions of the draft law
imply an option of trading digital currencies with
the permission of the Central Bank of Russia
only and subject to opening a special account.

In our opinion, such legal regulation can pose
risks for the participants of the cryptocurrency
community to withdraw into the shadows, since
the very idea of decentralization is violated by
imposing an intermediary in the form of the
Central Bank.

Judicial practice is also in favor of interpreting
cryptocurrency as property. This conclusion was
reached by the Ninth Arbitration Court of Appeal
in Resolution dated 05.15.2018 N 09AII-
16416/2018 in the case N A40-124668 / 2017,
considering a dispute between an individual who
was declared insolvent (bankrupt) and targeted
by civil asset forfeiture, and a financial manager.
The debtor had access to a crypto wallet. The
manager intended to add the contents of the
crypto wallet to the bankruptcy estate. However,
the debtor refused to provide access to it (refused
to give the password) believing that
cryptocurrency is not aproprietary item
(property) and, therefore, should not be included
in the bankruptcy estate. The manager went to
court to resolve the disagreements. The first-
instance court reassert the debtor’s claims,
however, the second-instance court sided with
the financial manager, who advanced the
following arguments. According to Art. 128 of
the Civil Code of the Russian Federation, objects
of civil rights refer to items, including cash and
certificated securities, other property, including
cashless funds, uncertificated securities, property
rights; work results and services; intellectual
deliverables and equivalent intellectual property
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designations (intellectual property); intangible
goods. The current civil law does not contain the
concept of "other property" referred to in Art.
128 of the Civil Code of the Russian Federation,
taking into account contemporary economic
environment and the level of information
technology  development, its  broadest
interpretation is permissible. According to the
court of appeal, cryptocurrency cannot be
regarded in relation to Art. 128 of the Civil Code
of the Russian Federation, other than other

property.

Obviously, Bitcoin does not belong to any of the
categories listed above. In this respect, the use of
the term "property" is unacceptable for virtual
money; this term refers to the right to own, use
and dispose and is fixed for tangible objects only.
With regard to the intangible rights, such as
information or intellectual property, the concept
of "holder" is used in accordance with the
Russian laws.

The Ministry of Finance suggests that
cryptocurrency is regulated the same way as
other property and is classified as an asset. The
Ministry of Finance of Russia believe that this
position will allow investors to buy, sell, and
exchange cryptocurrency, which should protect
people who use bitcoin at their own peril and risk
and so far have no legal defense (Niels,
Vandezande, 2017). The same position is
supported in the foreign scientific literature
(Bank of Russia. Information report on the use of
cryptocurrencies, 2014).

However, according to the Bank of Russia, "there
is no legal status or legally defined entities and
relations for the use of bitcoin. Such operations
are speculative in nature, carried out in "virtual
markets" and involve a high degree of risk" (The
Prosecutor General's Office of the Russian
Federation to hold a meeting on the proper use of
anonymous payment systems and
cryptocurrencies, 2019). With this newsletter, the
Bank of Russia warns that the use and exchange
of wvirtual currency to purchase goods and
services, as well as the exchange of virtual
currency for cash in rubles or foreign currency,
may be considered illegal and equivalent to anti-
money laundering, or financing terrorism. In this
case, the liability of legal entities will be
determined by the Federal Law "On
Counteracting the Legalization (Laundering) of
Criminally Obtained Incomes and Financing of
Terrorism".
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Conclusion

Thus, there is no denying the fact that
cryptocurrency already in place and is
developing all over the world. In this regard, both
in the theory of legal science and at the legislative
level, it is necessary to develop approaches to
define the legal nature of cryptocurrencies.

E.L. Sidorenko identifies several approaches to
the  assessment of  virtual  currency.
Cryptocurrency can be referred to as cash, as a
universal financial instrument, as a surrogate,
and as a commaodity (Sidorenko, 2016).

Other authors define cryptocurrency as "non-
governmental settlement units that do not have a
single issuing center" (Dostov, Shust, 2014). The
specialists have come to the conclusion that
cryptocurrency cannot be attributed to electronic
money, as follows from Federal Law dated June
27, 2011 N 161-FZ "On the National Payment
System™ (Russian Federation Code, 2011. No
27), since cryptocurrency is neither prepaid, nor
is it a currency unit of the respective nations.
Furthermore,  cryptocurrencies are  not
recognized in bank accounts or bank deposits in
accordance with Art. 1 of the Federal Law dated
December 10, 2003 N 173-FZ"On Currency
Regulation and Currency Control" (Russian
Federation Code, 2003).

In accordance with paragraph 2, Art. 1 of the
Federal Law "On Currency Regulation and
Currency Control”, cryptocurrency is not
refereed as foreign currency and does not fall
under the objects of civil rights listed in Art. 128
of the Civil Code of the Russian Federation, since
it is not an item (commodity), cash or non-cash,
uncertificated securities or property rights and,
therefore, refers to other property under Art. 128
of the Civil Code.This follows from the ground
that this concept is not denoted by any of the
definitions existing in the legislation.

Meanwhile, in the absence of a clearly fixed
definition in legally enforceable enactments, it
seems possible to establish the essence and legal
nature of this phenomenon only through the
establishment of the main features of
cryptocurrency, in particular those specified by
A.T. Khidzev (Khidzev, 2014):

1. Cryptocurrencies are decentralized,
they do not have a single issuer, a
centralized authority or controls.

2. The cryptocurrency wallet holder can
anonymously conduct cryptocurrency
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transactions, that is, he/she can pay with
cryptocurrency for goods and services
(including those illegal) on the Internet,
as well as exchange them for other
cryptocurrencies or fiat money.

3. With no issuer, cryptocurrencies are not
backed. Their exchange rate and value
are extremely volatile and are supported
by the participants of cryptocurrency
activities themselves.

4. The purchase and use of cryptocurrency
is possible exclusively in a
decentralized network based on a
blockchain or other distributed ledger
technologies through a virtual network.

Thus, for the purpose of legal regulation of
cryptocurrency and the subsequent legislative
consolidation of its status in order to justify
measures of criminal legal counteraction to
illegal manifestations in the sphere of its
circulation, the author suggests the following
definition: cryptocurrency is a digital property
(existing in electronic form) created on the basis
of cryptographic methods, the use and circulation
of which is based on the distributed ledger
technology.

Introduction of cryptocurrencies into modern
society and the life of almost every young
individual is massive and irreversible, in which
connection the government should take a more
loyal position regarding the legal status of
cryptocurrency.

In our opinion, the adoption of a Russian law to
regulate cryptocurrency transactions will help
maintain a balance between technological
innovations and the market; this will help to
avoid a pushback from the tax authorities on the
crypto community without interfering with the
introduction of a new technology.

At the same time, the existence of such a
fundamental law that contains the essential terms
and concepts defining  cryptocurrency
transactions and regulating the status of
cryptocurrencies in Russia will allow further
development of measures for the criminal legal
protection of objects of encroachment, which are
currently not regulated in any way.

The fact that the official statistics of criminal
cases on crimes committed in the field of
cryptocurrency circulation is not recorded or
detected by law enforcement officers in isolated
cases indicates a high latency of this type of
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crime and the lack of relevant training for
specialists in their investigation.

In this connection, it is also required to develop
special rules and recommendations to improve
the disclosure and investigation of criminal
offenses related to the illegal cryptocurrency
transactions in the Russian Federation by
applying the best international legal practices of
the FBI and Europol.
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