- AMAZONIA

Investiga

)

Volume 11 - Issue 49 / January 2022 9

4

DOI: https://doi.org/10.34069/A1/2022.49.01.1
How to Cite:

Tretyakov, V., & Golyatina, S. (2022). Applying Big Data technologies to counter cyber fraud. Amazonia Investiga, 11(49), 9-16.

https://doi.org/10.34069/A1/2022.49.01.1

Applying Big Data technologies to counter cyber fraud

HpnMeHemle TEXHOJIOTHH 00JILIINX JAHHBIX B l'lpOTHBOZ]eﬁCTBPlH KI/IﬁepMOIHeHI/I‘leCTBy

Received: November 2, 2021

Abstract

By January 2021, the number of Internet users
amounted to 4.7 billion, while the social media
audience hit the 4.2 billion mark. Two-thirds of
the world’s population use mobile phones daily.
The average Internet user spends 42% of his time
in the global network. These figures prove
convincingly that the Internet has become an
integral part of human life. However, man’s
using the Internet involves increasingly the risk
of cybercrime perpetrated against the user. The
purpose of the research is to assess the potential
of Big Data technologies to combat cyber fraud
as a form of cybercrime. The study used the
statistical data provided by the Prosecutor
General’s Office of the Russian Federation and
the publications in scientific journals. The
methodological basis of the research is
represented by a combination of general
scientific and special scientific methods, with
analysis, statistical method and systemic
approach being the major tools. It was found in
the course of the research that fraud constitutes
the majority of crimes on the Internet. To
counteract it, mobile operators and banks use
anti-fraud techniques based on Big Data analysis.
The paper provides an overview of services and
programmes based on artificial intelligence and
Big Data technologies, aimed at detecting and
preventing telephone and internet fraud, used by
law enforcement agencies in various countries.
The paper concludes that Big Data has changed
the vector of law enforcement activity from
reactive to proactive.
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AHHOTAIMA

K smBapro 2021 r. wuyucno nosb3oBaTenei
WuTepHera paBHsuioch 4,7 MipA.4ed., a ay TUTOpUs
COIMAIBHBIX CETeH Tepelardyia oTMeTky B 4,2
MIpa. d4en. JIBe TpeTH MHPOBOTO HAacelleHHUs
©XKEJJHEBHO HCIOJIB3YIOT MOOMIIbHBIC Tele(OHBI. B
CpemHeM TIonb30BaTeNnb IHTepHETa MPOBOAWT B
robansHOH  cetm 42%  CBOEro  BpeMEHH.
IMpuBeneHHbIe TUPPHI YOSAUTENHHO JI0KA3bIBAOT,
yT10 MIHTEpHET CTal HEOTHEMIIEMON YacThIO )KU3HU
genoBeka. OIHAKO 3TO NPEOBIBaHWC YEIOBCKA B
VHTepHeTe BCce OONBIIC CONMPSHKEHO OMACHOCTBIO
COBEpIIICHHSI 10 OTHOIICHHIO K TMOJBE30BATEIIO0
kubepnpectymienns.  lLlens  wccnenoBaHus — —
cmematb  0030p BO3MOXXHOCTEH  IpUMEHEHHE
TEXHOJIOTHI OOJBIINX JaHHBIX B IPOTHBOACHCTBHI
KHOEpMOIIIEHUYECTBY, KaK OJHOMY U3 BHIY

kubepripectyruieHuii. B Xxome  ucciemoBaHus
HCTIONIb30BAIUCh CTaTHYeCKHUe JaHHbIE
I'enepanbHO MPOKYPaTyphl Poccwiickoit

Oenepanyn, OenepanabHOro OIOPO paccieoBaHUi
CIIA, nyOnukanmud B HAYYHBIX M3/aHHUSIX.
MeTo1010r1UECKy10 OCHOBY COCTaBHMJIA
COBOKYITHOCTh OOIICHAYYHBIX M YACTHOHAYYHBIX
METOJIOB, BEIYIIMMH M3 KOTOPBIX CTAIH aHAJU3,
CTaTUCTUYECKUH METOJ M CHCTEMHbIH moaxona. B
pe3ynpTaTte  HMCCIEAOBaHUS  BBIIBICHO,  UYTO
OONBIIYI0O dYacTh IpecTyIUleHnd B IHTepHeTe
COCTaBJISIOT MOIIEHHUYECTBa. Hdust
MPOTHUBOACUCTBUS UM OIEPATOPBI COTOBOU CBSI3H U
0aHKM PUMECHSIOT aHTU(PPO/IbI, B OCHOBE KOTOPBIX
JISKUT aHanu3 OONbLIMX MJaHHBIX. I[IpuBoaMTCS
0030p CEpBHCOB W MpPOrpaMM, Oa3MpYHOLMXCS Ha
HCKYCCTBEHHOM HHTEJJICKTE W TEXHOJOTHAX Big

Data, HalCJICHHBIX Ha BBISIBJICHUC u
IPEAYIIPEIKACHUC TeJ'Ie(bOHHOl"O U HHTCPHET-
MOIICHHUYCCTBA, UCTIOJIb3YIOIINXCA
MIPaBOOXPAHUTCIIBHBIMUA ~ OpraHaMM  Pa3JIMYHbIX

crpan. B pabore nemaercst 3akioyeHHe, 4TO
OoJbIIME JIaHHbBIE I103BOJWIIM CMEHHTh BEKTOD
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Introduction

In our days, information represents a vital
resource for development of the society, a
commodity for buying and selling, a currency
and a weapon. It is collected by governmental
bodies, intelligence  agencies, industrial
companies, mobile operators, market analysts,
retailers, financial institutions, etc. It is used by
all sorts of companies to form business models,
optimise production, make forecasts, assess
risks, seek efficient digital channels, etc.
Information has become the backbone of
economy and has rightfully gained the status of
“new oil”.

Structured and unstructured amounts of data, as
well as methods and tools for their processing are

JIESITENBHOCTH ITPABOOXPAHUTENIBHBIX OPraHoB C
PEaKTUBHOIO Ha MPOAKTUBHBII.

KiaioueBble ciioBa: wmHpopmanus, Big Data,
KHOEpIpecTyIHOCTh,  KHOEPMOLICHHHYECTBO,
aHTUPO/I.

now called Big Data. The scope of Big Data
application is huge, and the benefits of its use are
undoubtedly great: owing to it, companies
manage to attract customers’ attention, increase
competitiveness and quality of service and resist
cyber threats. Today, Big Data has an important
impact on security; the results of Big Data
analysis serve as a basis for decision-making
(Wang & Wang, 2021).

The value of decision-making based on Big Data
is especially growing in the field of countering
cybercrime. This is much relevant since
cybercrime is increasing significantly every year
in many countries (Figures 1, 2).
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Figure 1. Number of registered cybercrime cases in Russia in 2018-2020.
Source: Prosecutor General's Office of the Russian Federation (2018, 2019, 2020)

As shown in Figure 1, cybercrime in Russia is
growing rapidly — from 174,674 complaints in
2018 t0 510,400 in 2020, or almost three times as
much. The year-on-year increase in cybercrime
is as follows: in 2018 — plus 81.3%; in 2019 -
plus 68.5%; in 2020 — plus 73.4%. The same is
specific of the USA. However, the growth rate in

www.amazoniainvestiga.info

the USA is lower. In 2018 the number of
registered cybercrime complaints was 351,937,
while in 2020 this figure was already 791,790 —
or 2.2 times as many. The complaints growth rate
is demonstrated in the chart. The situation in
Europe is similar (Kemp et al, 2020; Korsell,
2020).
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Figure 2. Number of registered cybercrime cases in the USA in 2018-2020.

Source: Federal Bureau of Investigation (2020)

Thus, the cybercrime sphere is a new challenge
not only for individual countries, but also for
humanity as a whole. The benefits of Big Data
usage in security management prompted the
authors of this paper to prepare an overview of
the use of Big Data technologies in countering
cyber fraud. The purpose of the research is to
provide an overview of application of Big Data
technologies in countering cyber fraud as one of
the kinds of cybercrime. To achieve the set goal,
the following objectives were to be handled: to
provide an overview of the use of Big Data
technologies to combat cyber fraud, to study
Russia’s experience in this area, to propose
possible ways of combating cyber fraud with the
help of Big Data technologies.

Literature Review

Big Data can become an efficient tool in the fight
against cybercrime, as increasingly noted by the
researchers. Big Data can be used for searching
and analysing the information that makes it
possible to detect, investigate and prevent
cybercrime (Singh & Bakar, 2019). Big Data
technologies is a promising area for complex
analysis of most diverse information. The use of
this approach by financial institutions is designed
to solve several important problems at once: to
assess credit risks quickly and accurately, to
prevent fraudulent actions, to increase sales
(Al-Hashedi & Magalingam, 2021).

Big Data technologies make it possible to detect
intrusion and anomalies, spam and spoofing,
malware and ransomware, etc., which is crucial
for cybersecurity (Alani, 2021). Big Data can be
used to analyse certain patterns of behaviour,
which in turn will help to prevent or prepare for
a cyber attack and thus significantly reduce the
scope of cybercrime (Apurva et al, 2017). A
number of scholars have addressed the prospects

and the potential of Big Data in the struggle
against cybercrime (Najafabadi et al, 2015;
Everett, 2015; Wall, 2018).

The importance of combating cybercrime today
is inherent not only in the legal, financial and
economic spheres of the society, but also in the
political sphere: a number of countries, under the
guise of punishing for cybercrime, exert political
and economic pressure on other countries,
including the one with the use of various coercive
measures in the form of sanctions (Meliksetyan
& Nusratullin, 2017; Nusratullin et al, 2021).

Methodology

The purpose of the research is to evaluate the
potential of Big Data technologies in countering
cyber fraud as one of the kinds of cybercrime.

In the course of the work, the authors used the
statistical data obtained from the Prosecutor
General’s Office of the Russian Federation, the
US Federal Bureau of Investigation, as well as
publications in scientific journals and Internet
sources. The combination of general and special
scientific methods was used: abstracting and
generalisation, which made it possible to
systematise the facts and give their
interpretation; logical conceptualisation method
necessary for consistent presentation of the
material; analysis and synthesis which secured
the reliability of the conclusions; systemic
approach designed to reveal interrelation
between different phenomena; statistical method
used for analysis of quantitative indicators.

This article attempts to analyse the experience of
various companies’ using Big Data to combat
cybercrime, as well as to consider the potential of
Big Data technologies to be applied by law
enforcement agencies.
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Results and Discussion

In 2020, 25% of all crimes in Russia were

committed using information and
telecommunications technologies or those
28.653; 4%

190.167; 26%

218.739; 29%

B Internet networks
= Payment (plastic) cards

m Software

perpetuated in the sphere of computer
information (Prosecutor General’s Office of the
Russian Federation, 2020). The structure of such
crimes is shown in Figure 3.

10.050; 1%

1.374; 0%

300.337; 40%

H Mobile communications
Computer facilities

m Fictitious electronic payments

Figure 3. Number of registered crimes committed through the use or application of various information

and telecommunication technologies, in figures and %

Source: Prosecutor General's Office of the Russian Federation (2020)

At present, the Internet fraud is represented in a
variety of ways:

1) phishing;

2) scumming;

3) spamming;

4) carding;

5) social engineering fraud;
6) malicious software fraud.

Manual
moderation of
a transaction

Among the most efficient systems for countering
cybercrime based on Big Data technologies are
anti-fraud systems are systems for monitoring
and preventing fraudulent transactions. Today
they are actively used by mobile operators and
the financial sector. The principle of antifraud
operation is high-speed evaluation of a
transaction and assigning a certain marker to it:
green (the user is verified), yellow (medium level
of suspicion), red (high level of suspicion)
(Figure 4).

Documentary
proof of

cardholder’ s
identity

Primary analysis of payment

1113

3-D Secure Il

|

Sending a query to the issuing bank

Figure 4. Scheme of antifraud systems operation.
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Law enforcement agencies of various countries
are now actively collaborating with IT
companies which are developing technology
solutions specifically for the former, intended to
detect and prevent telephone and internet fraud,
including illegal cryptocurrency transactions,
hacker attacks, spamming, social engineering
fraud, etc.

It is quite natural that cellular communication
companies, banks and payment systems, along
with law enforcement agencies, have proved to
be at the forefront of the struggle against Internet
fraud. It is these organisations that are now
recognised as leaders in creating programmes
and services designed to eliminate cyber threats.
For instance, Chinese mobile operator China
Mobile runs an application known as Tiandum
(“Heavenly Shield”). It is based on Big Data
analysis and machine learning technologies that
enable the system to recognise the fraudsters’
characteristic phrases and intercept spam and
calls from abusers. In order to train the system,
the developers used the extensive database of
fraud cases provided by police departments.
Among the unquestionable strengths of the
“Heavenly Shield” is its ability to identify user
groups that are susceptible to risk of fraud most
of all, to warn about possible attacks and, if fraud
is suspected, to forward the numbers of potential
victims to the police (Zhang & Williamson,
2021).

Banks and payment-system giants VISA, PayPal
and MasterCard use Big Data successfully.
Almost all of them have antifraud services —
systems aimed at evaluating online transactions
for content that is suspicious. Antifraud analyses
a large number of parameters to identify potential
fraudsters. Big Data help to create a profile of
average payer; it is used as a basis for assigning
a potential-fraud risk level to an operation. Users
who do not leave digital footprints can arouse the
system’s suspicion. If access is provided through
social media accounts antifraud detects fake
users (Larionova & Ryakhovsky, 2021).

Sherbank was the first Russian bank to use Big
Data. In 2014 it developed a client identification
system based on a photograph, using this
technology along with the biometric system:
comparison of a current photo with a photo from
the database compiled by bank employees upon
issuing a card. The result surpassed all
expectations: cases of fraud dropped by a factor
of 10. In addition, a service was launched jointly
with the cellular operators Tele2 and MegaFon
making it possible to identify telephone fraud in
real time. Today similar services are also
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available in Tinkoff Bank and VTB. However,
according to the experts, their significant
drawback is that they are aimed at combating the
consequences of telephone fraud, allowing to
reduce risks, but do not exclude the root cause of
it (Medvedeva & Vasin, 2019).

Several years ago, Big Data was adopted by
VISA: using the open-source platform for
reliable, scalable, distributed processing of large
datasets through “Apache Hadoop” simple
programming models, 500 aspects of a
transaction are screened at once and 16 types of
possible fraudulent schemes are verified (Etaiwi
et al, 2017).

Big Data technologies have been used for quite a
long time in law enforcement; their main purpose
is to prevent possible crimes. For instance, some
police stations in the USA and Europe have a
proactive policing system that relies a lot less on
responding to calls and increasingly more on
patrolling areas known for high criminal activity.
Searching for such areas is made automatically,
which  became possible owing to the
development of Big Data intelligence systems
that can collate relevant information and
independently draw conclusions on increased
criminal activity (Ovchinsky, 2017).

However, today artificial intelligence and Big
Data technologies are used not only to analyse
the crime situation in particular areas, cities, etc.,
but also for combating cyber fraud. For instance,
in the Netherlands, “Bitfury Crystal” platform is

used to analyse and detect suspicious
cryptocurrency transactions; in the USA -
“Chainalysis”  cryptocurrency  transaction

analysis system along with “CipherTrace Scout”
application — that allow to identify, track and
document criminal transactions “in the field”, as
well as to visualise them. In addition, the US
Federal Bureau of Investigation actively uses
“Mayhem”, a system designed to recognise the
individual style of hackers and hacker groups, to
detect attacks, to identify and pursue criminals up
to locating them (De Vries, 2018; Gimenez-
Aguilar et al, 2021).

Currently some major companies are creating
technological solutions specifically for law
enforcement agencies. Back in 2014, for
instance, IBM presented its “Fraud detection
system based on user-browser interaction
analysis”. Its developers state that every user
accesses the Internet from a particular device and
shows a certain line of behaviour in various
websites (including in online shops, banks, etc.),
which pattern immediately changes if a bot or
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attacker gets involved. In this case, the system
requires additional identification (Ali et al,
2019). This is specifically important with regard
for the fact of broad automation of social
engineering today: more and more frequently
fraud is perpetrated by bots — programmes that
are able to perform actions according to a certain
algorithm, including engagement in dialogues in
social media or forums. An advanced form of
social engineering is exemplified by a situation
when a person engaged in a conversation with a
bot believes he/she is communicating with a
human, since the programme is able to address a
human user and maintain a conversation with
him/her, producing answers which the human
interlocutor considers to be natural. This system
is able to meet the human interlocutor’s
expectations, it is “socialised”, it maintains a
dialogue within the framework accepted in the
given community, is oriented by the developers
towards inducing a person to perform certain
actions — which is the criterion of its efficiency;
this way it creates a real threat to the
interlocutor’s cybersecurity (Sukhodolov &
Bychkova, 2018).

The latest Big Data-based technologies aimed to
combat phone and internet fraud are used by the
law enforcement authorities of the Russian
Federation as well. In particular, in 2021 the
Russian Ministry of Internal Affairs is planning
to launch a new “Antifraud” module. Its
technical description specifies: “The mobile
application of the Russian Ministry of Internal
Affairs must have the functionality to check the
local array of telephone numbers stored on the
user’s mobile device against the array of
telephone numbers contained in the local
database management system of the mirroring
server, with further addition of new telephone
numbers or removal of irrelevant telephone
numbers from the local array of telephone
numbers stored on the user’s mobile device”
(Sentsova et al, 2021). An undoubted advantage
of the module is not only its ability to notify the
user when he receives a call or a text message
from a number registered earlier as a source of
illegal action, with subsequent blocking, but also
the availability of the so-called “white list” which
is not subject to blocking and can be updated by
the user on his own.

The experts note that the spread of cybercrime in
general and cyber fraud in particular is forcing
the law enforcement agencies to turn to latest
technologies (including artificial intelligence and
Big Data analysis) and to companies developing
them. According to an opinion gaining popularity
in Russia, there is a need to set up a cyber police
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force that will actively cooperate with highly
skilled IT specialists — “Kaspersky Lab” and
other organisations, which would make it
possible to detect and prevent Internet crimes and
reduce the timeframe for their detection and
investigation (Shaporin et al, 2019).

Conclusions

The prospects of using Big Data in the struggle
against cybercrime are great. Everyone realises
this factor today: mobile operators, the financial
sector, law enforcement agencies. The former,
operating with huge amounts of information on
their customers and having necessary resources,
are actively creating various applications,
systems and services aimed at eliminating cyber
threats. The latter, often lacking the appropriate
expertise, have to turn to IT companies for due
developments. Owing to such cooperation, law
enforcement agencies of various countries now
have at their disposal programmes and modules
aimed at detecting and, which is equally
important, preventing crimes on the Internet, in
particular as concerns illegal cryptocurrency
transactions, spamming, fraud using social
engineering  technologies and  malicious
software, etc. It is the Big Data analysis that
enables the police to be proactive rather than act
in a reactive manner in the course of
investigation of a crime, which means — to
prevent it. This is particularly important in the
case of cyber fraud, given the complexity of
detection and investigation of such crimes,
which, among other things, is conditioned by the
transnational nature of cybercrime.

Bibliographic references

Alani, M.M. (2021). Big data in cybersecurity: a
survey of applications and future trends.
Journal of Reliable Intelligent Environments,
7,85-114.  https://doi.org/10.1007/s40860-
020-00120-3

Al-Hashedi, K.G., & Magalingam, P. (2021).
Financial fraud detection applying data
mining techniques: A comprehensive review
from 2009 to 2019. Computer Science
Review, 40, article number 100402.
https://doi.org/10.1016/j.cosrev.2021.10040
2

Ali, M.A., Azad, M.A., Centeno, M.P., Hao, F.,
& van Moorsel, A. (2019). Consumer-facing
technology fraud: Economics, attack methods
and potential solutions. Future Generation
Computer  Systems, 100,  408-427.
https://doi.org/10.1016/j.future.2019.03.041

Apurva, A., Ranakoti, P., Yadav, S., Tomer, S.,
& Roy, N.R. (2017). Redefining cyber

ISSN 2322- 6307

Creative Commons Attribution 4.0

International (CC BY 4.0)

14



\

O AMAZONIA

Investiga
security with big data analytics. 2017
International Conference on Computing and
Communication Technologies for Smart
Nation (IC3TSN), 199-203,
https://doi.org/10.1109/IC3TSN.2017.82844
76

De Vries, A. (2018). Bitcoin's Growing Energy
Problem. Joule, 2(5), 801-805.
https://doi.org/10.1016/j.joule.2018.04.016

Etaiwi, W., Biltawi, M., & Naymat, G. (2017).
Evaluation of classification algorithms for
banking customer’s behavior under Apache
Spark Data Processing System. Procedia
Computer  Science, 113, 559-564.
https://doi.org/10.1016/j.procs.2017.08.280

Everett, C. (2015). Big Data — the Future of
Cyber-security or its Latest Threat?
Computer Fraud & Security, 9, 14-17.
https://doi.org/10.1016/S1361-
3723(15)30085-3

Federal Bureau of Investigation (2020). Internet
Crime Report 2020. IC3.
https://www.ic3.gov/Media/PDF/AnnualRep
ort/2020_IC3Report.pdf

Gimenez-Aguilar, M., de Fuentes, J.M.,
Gonzalez-Manzano, L., & Arroyo, D. (2021).
Achieving cybersecurity in blockchain-based
systems: A survey. Future Generation
Computer Systems, 124, 91-118,
https://doi.org/10.1016/j.future.2021.05.007

Kemp, S., Miro-Llinares, F., & Moneva, A.
(2020). The Dark Figure and the Cyber Fraud
Rise in Europe: Evidence from Spain.
European Journal on Criminal Policy and
Research, 26, 293-312.
https://doi.org/10.1007/s10610-020-09439-2

Korsell, L. (2020). Fraud in the Twenty-first
Century. European Journal on Criminal
Policy and Research, 26, 285-291.
https://doi.org/10.1007/s10610-020-09463-2

Larionova, S.L., & Ryakhovsky, E.E. (2021).
Improvement of antifraud system algorithms
based on GRAPH REPRESENTATION
LEARNING methods and CYCLEGAN
networks. Innovation and Investment, 6,
m137-142.
http://innovazia.ru/upload/iblock/84b/410sqs
d4vbcda3by4jjfanhyrxnkhfme/%E2%84%96
6%202021.pdf

Medvedeva, M.B., & Vasin, M.M. (2019).
Problems of protection against fraud in
transactions with payment cards in the system
of credit and banking servicing of individuals
and the development of its legislative
support. Financial Markets and Banks, 1,
30-35.
https://cyberleninka.ru/article/n/problemy-
zaschity-ot-moshennichestva-v-operatsiyah-
s-platezhnymi-kartami-v-sisteme-kbo-

Volume 11 - Issue 49 / January 2022

fizicheskih-lits-i-razvitie-ee-
zakonodatelnogo

Meliksetyan, S.N., & Nusratullin, 1.V. (2017).
Influence of international sanctions on
investment activity in Russia. Proceedings of
the 17th International Scientific Conference
on Globalization and Its Socio-Economic
Consequences, 1549-1556.

Najafabadi, M.M., Villanustre, F.,
Khoshgoftaar, T.M., Seliya, N., Wald, R., &
Muharemagic, E. (2015). Deep learning
applications and challenges in big data
analytics. Journal of Big Data, 2, article
number 1. https://doi.org/10.1186/s40537-
014-0007-7

Nusratullin, 1., Yarullin, R., Ismagilova, T.,
Eremeeva, O., & Ermoshina, T. (2021).
Economic and financial results of the USA
and the European Union sanctions war
against Russia: first results. Cuestiones
Politicas, 39(68), 251-272.
https://doi.org/10.46398/cuestpol.3968.16

Ovchinsky, V.C. (2017). Technologies of the
future against crime. Moscow: Book World.
(In Russian)

Prosecutor General's Office of the Russian
Federation (2018). The state of crime in
Russia in January-December 2018. Internet
portal of legal statistics.
http://crimestat.ru/analytics

Prosecutor General's Office of the Russian
Federation (2019). The state of crime in
Russia in January-December 2019. Internet
portal of legal statistics.
http://crimestat.ru/analytics

Prosecutor General's Office of the Russian
Federation (2020). The state of crime in
Russia in January-December 2020. Internet

portal of legal statistics.
http://crimestat.ru/analytics
Sentsova, A.Y., Timergazin, V.E., &

llyasova, R.I. (2021). Anti-fraud system as a
tool for fraud prevention. Information
technologies. Problems and solutions, (4),
101-107.
http://vtik.net/konference/sh_trud/ITPS_202
1 4(17).pdf

Shaporin, R.O,, Shaporin, V.0,
Mikhailov, O.M., & Lysenko, A.V. (2019).
Artificial intelligence system for identifying
robot behavior on a web resource. Herald of
Advanced Information Technology, 2(4),
288-297. Retrieved from
http://hait.ccs.od.ua/index.php/journal/article
Iview/55

Singh, M.M., & Bakar, A.A. (2019). A Systemic
Cybercrime  Stakeholders  Architectural
Model. Procedia Computer Science, 161,

15

https:// www.amazoniainvestiga.info

o
v

ISSN 2322- 6307

Creative Commons Attribution 4.0
International (CC BY 4.

0)




16

1147-1155. 143, article number 105414.
https://doi.org/10.1016/j.procs.2019.11.227 https://doi.org/10.1016/j.ssci.2021.105414
Sukhodolov, A.P., & Bychkova, A.M. (2018). Zhang, M.Y., & Williamson, P. (2021). The

Artificial intelligence in counteraction to emergence of multiplatform ecosystems:
crime, its prediction, prevention and insights from China's mobile payments
evolution. All-Russian Journal of system in overcoming bottlenecks to reach
Criminology, 12 (6), 753-766. the mass market. Technological Forecasting
Wall, D.S. (2018). How Big Data Feeds Big and Social Change, 173, article number
Crime. Global History: A Journal of 121128.
Contemporary World Affairs. https://doi.org/10.1016/j.techfore.2021.1211
https://ssrn.com/abstract=3359972 28

Wang, B., & Wang, Y. (2021). Big data in safety
management: an overview. Safety Science,

Creative Commons Attribution 4.0
International (CC BY 4.0)

www.amazoniainvestiga.info ISSN 2322- 6307




